How to Report Spam and Phishing Emails

For Outlook 2007:

1.

Right-click on the spam or phishing email message in your Inbox and choose “Message Options”.
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However, if the email message is open in its own window, click the small button in the lower right corner of the
“Options” tab to open the “Message Options” window.
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When the “Message Options” window appears:

— Click and hold the left mouse button, then drag the mouse pointer down and to the right to highlight all of the
text in the “Internet headers:” section.

— This section is scrollable, so make sure to go all the way to the bottom of the section to highlight all of the text.
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Once all the text in the “Internet headers:” section is highlighted, right click on the highlighted text and choose
“Copy “. You may close the “Message Options” window once the text has been copied.
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3. Now that the email headers are copied, click on the spam or phishing email that was received to highlight it and

then click “Forward” to create a new forwarded message.

Actions Xobni Help

- Reply to A { 'L:" W _' 1 Y I‘,” ] 5—‘ Send/Recewe = [ ] [l Search ac

R BN rs

Forward (Ctrl+F)

| Inbox FW: From Mrs

Search Inbox P "| ¥ § Joint Venture)
Arranged By: Date | Newest on top 'I 2
» i Thu 9/4/2008 11!
Today To: security
e W R - Message | B]Fror
ew il La

Jane Doe 11:55 AM
............. s e s (ASSistance Joint . 0 e A scam - see the
,_¢ Sold Out Activist 11:03 AM

Re: cannot upload avatar
When the “FW: Message” window appears:

— Type security@utep.edu in the “To...” section.
— Right-click in the body of the message and choose “Paste” to paste the email headers that were copied earlier

into the email.
— After pasting the headers, click “Send” to send the message to the Information Security Office.
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For Outlook 2003 and XP:

1.

Right-click on the spam or phishing email message in your Inbox and choose “Options”.
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However, if the email message is open in its own window, click “View” in the menu toolbar and choose
“Options...” to open the “Message Options” window.
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When the “Message Options” window appears:

— Click and hold the left mouse button, then drag the mouse pointer down and to the right to highlight all of the
text in the “Internet headers:” section.

— This section is scrollable, so make sure to go all the way to the bottom of the section to highlight all of the text.
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Once all the text in the “Internet headers:” section is highlighted, right click on the highlighted text and choose
“Copy “. You may close the “Message Options” window once the text has been copied.
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3. Now that the email headers are copied, click on the spam or phishing email that was received to highlight it and

then click “Forward” to create a new forwarded message.

Actions Xobni Help

- Reply to A { 'L:" W _' 1 Y I‘,” ] 5—‘ Send/Recewe = [ ] [l Search ac

R BN rs

Forward (Ctrl+F)

| Inbox FW: From Mrs

Search Inbox P "| ¥ § Joint Venture)
Arranged By: Date | Newest on top 'I 2
» i Thu 9/4/2008 11!
Today To: security
e W R - Message | B]Fror
ew il La

Jane Doe 11:55 AM
............. s e s (ASSistance Joint . 0 e A scam - see the
,_¢ Sold Out Activist 11:03 AM

Re: cannot upload avatar
When the “FW: Message” window appears:

— Type security@utep.edu in the “To...” section.
— Right-click in the body of the message and choose “Paste” to paste the email headers that were copied earlier

into the email.
— After pasting the headers, click “Send” to send the message to the Information Security Office.
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